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Abstract— By abandoning the assumption of an infinite docu- For our analysis we will consider the same scenario as
ment to watermark ratio, we recompute the achievable ratesdr  Eggers in [1]: an equiprobable watermark messagebe-
Eggers’s Scalar Costa Scheme (SCS, also known as Scalar Dist longing to the M-ary alphabetM = {0,1,...|M| — 1}

tion Compensated Dither Modulation) and show, as opposed to . : . ] . L
the results reported by Eggers, that the achievable rates 8CS 'S embedded into an independent and identically distribute

are always larger than those of spread spectrum (SS). Moreev, (i..d.) host signalz yielding a watermarked signaj, which
we show that for small Watermark to Noise Ratios, SCS becomes undergoes an additive channel, modeled by additive white
equivalent to a two-centroid problem, thus revealing inteesting Gaussian noise (AWGN), resulting in the received signal

relations with SS and with Malvar's Improved Spread Spectrum |, SCg| the watermarked signal is obtained by adding to the
(ISS). We also show an interesting behavior for the optimal host ! | a fracti f 1h tizati :
distortion compensation parameter. All these results aim &filling ost signal a fraction of the quantization error.

an existing gap in watermarking theory and have important _ _ _

consequences for the design of efficient decoders for datading y=z+a(@@)-2), @

problems. where Q;(z) is the quantized value of using a uniform
|. INTRODUCTION scalar quantizer with ste@\, depending on the transmitted

Scalar Costa Scheme (SCS) [1] is a popular meth&éfmbOI m;, and « is the distortion compensation parame-

for information embedding that belongs to the family of~: The embedding process is parameterizedobgnd the

guantization-based methods. Eggers calculated in [1] VR defined abovg. Another parameter_mtroo_luced .for the
achievable rate of SCS by resorting to the assumption B?rfor.mance analysis is theatermark to noise rayo, which
uniformity of the host signal inside each quantization bir® deflned'ai = Dy /D. or WNR = 101Og10_§’ being D, f[he
concluding that the achievable rate of SCS is smaller than thllstortlon. introduced b2y the channel, which in our case isatq
of spread spectrum (SS) methods for high noise levels, égsi the noise variance,. Zgro-mean signals are cor!5|dgred n
being independent on the host statistics and dbeument all cases and all embedding rates are expressed in bits.

to watermark ratio, which is defined as\ = o¢2/D,, or [I. COMPUTING THE TRUE ACHIEVABLE RATES

- A .
DWR = 10log,, A, with o; being the host variance and rp¢ 4cpievable rates for SCS are calculated by maximizing

Dy .thF embeddlngd d|§tort|ﬁn. EC\?Run'for\T/ as;ltljmﬁtlon Sver parametes: the mutual information between the received
equivalent to considering that s0. We will show sir%gnaIZ and the transmitted messagé:

that the performance of SCS is actually never worse tha
that of SS in terms of achievable rate, and, in fact, it can R(\,¢) = mgxI(Z;M). 2

benefit from low DWR’s. In general, for data hiding and )
watermarking applications, the variance of the host signal Note that we make the achievable rate dependent on the DWR

considered to be much larger than that of the watermaf¥1d the WNR, not only on the WNR, as Eggers made in [1].
giving rise to the assumption of high DWR. However, in N€ mutual informatior(Z: M) is given by

practical image processing applications, the host image cg (7, rf) = h(7) — Z Pr{M =m;}h(Z|IM =m;), (3)
be modeled as a weighted mixture of zero-mean Gaussian e

pdf’s that capture local image statistics [2], with mostodin . .
: . . : whereh(Z) stands for the differential entropy of the random
presenting small variances. Therefore, it is very Impdrtanariable Z with a density f»(z). Thus, to calculate the

to consider the performance of data-hiding techniques for : .
relatively low DWR's. mutual informations we need to know the pdf &fand of

7 conditioned on the transmitted message. The following

*This work was partially funded by<unta de Galicia under projects paragraphs are aimed at showing how these exact pdf's can
PGIDT02 PXIC32205PN and PGIDT04 PXIC32202PM; CYCIT projeche obtained.

AMULET, reference TIC2001-3697-C03-01; FIS project G@¥land Euro- Scal tizati ith distorti ti b
pean Comission through the IST Programme under Contrae2082-507932 Calar quantzation wi IStoruon compensation can be

ECRYPT. thought of as a random variable transformatibn= ¢(X),
ECRYPT disclaimer: the information in this document refleanly the \yhose pdf can be eas”y computed by means of the funda-

author’s views, is provided as is and no guarantee or warriangiven that ) .
the information is fit for any particular purpose. The usesrélof uses the mental theorem for random variable transformations [31:f8u

information at its sole risk and liability. a transformation depends on the considered centroidci;et



be thek-th centroid in the quantizer associated to the messag@-centroid scheme and SS: when the host pdf is contained

m;, the transformation is given by inside one quantization bin, the embedding process always
moves the host signal towards the positive axis when the
Yri = gri(2) = (@ = cpa) (1 — @) + cxi, ) transmitted bit is 0, and towards the opposite directioniwhe
for the transmitted bit is 1. Such an embedding process resemble
o é _ é SS-based watermarking, but a subtle difference betwedn bot
Chi <z <epit (5) . O
2 schemes must be noted: whereas in the latter embedding is
wherecy; is the nearest centroid to (in terms of Euclidean performed by the addition of a watermark with fixed amplitude
distance). The only root of (4) is to the host signal (we neglect here any issue concerning
o perceptual masking), in the former the watermark depends on
-1 Yki — Cki . . L
Thi = Gpy (Yki) = 1_a + Cki, the considered host sample. Because of its great similarity

to. SS, we will refer to this scheme in the sequel as DC-SS
istortion Compensated - Spread Spectrum).
For the following analysis we consider a Gaussian host and
binary signaling M = {0,1}) with equiprobable symbols,

so by the fundamental theorem we have the contribution
the centroidey; to the pdf of the watermarked signal

Yki

_ Ix(e) Ix (%Hki),

Sy (ei) = = (6) and that the centroids corresponding to the symbeojsare
|9i (i) | l-a located at-xg, xo, respectively (antipodal constellation), with
The pdf of the watermarked signal conditioned on the trange = A/4. Assuming we transmit the messagé = 1, and
mitted messag@/ = m; is then given by particularizing (4) for this case, the following expressimr
oo the received signal is obtained
Frilyi) = Z SYiei (ki) (@) z=z+w+n=(1-a)r+axg+n, (10)
k=—o0
so the pdf of the watermarked signal is from which it follows that
1 o0 fzim(2|M = 1) ~ N(azg,02(1 — ) + 02), (11)
fr(y) =) _ PriM =m}fyv,(yi) = = Sy ki)
1;; M 1; k:z_:oo ' i.e. the received signal also follows a Gaussian distriuti

(8) Moreover, sincey = x + w, it is easy to realize that

When the support ofX is infinite, (7) and (8) must be

; ; ; Adi w = a(xy — ) D, = a?(z2 + o2). (12)
approximated by truncating the host pdf. Finally, the addit 0 ) w 0 x

of Gausgian r!oise can be af:counted f(?r by simple. numerig@éca”ing thath = 10217 and¢ = 107"

convolution with an appropriate Gaussian pdf. As in [1], no

, we have then

closed form exists for the resulting pdf’s, so we must resort \ = o3 = o®(af +07) (13)
to numerical computation. The embedding distortion is give a?(zt +02)’ o2 ’
by 1 , so we can writer2 ando? as functions of\, £ andz
Du=3; ¥ [ @ virx@ds (©) .
iem a2 a? (x%—k%)
2 _ « Q:O 2 _ 1—a? X (14)
which can be easily calculated (again in a numerical manner) o = T \a2 In = ¢ '

for an arbitrary host pdf. The quantization step is fixed with It can be analytically shown that the mutual information of

) o ) 5
Iqss Of. genferallty aﬁ._ 1, so .the variancer; .Of the host DC-SS is a monotonically increasing function of the follogi
signal is adjusted to fit a certain DWR for a given parametg[gnaI to noise ratio

Q.

Having obtained the required pdf's, computation of the _ r3a’?
mutual informations is straightforward. SNEpc-ss = 21— )2+ o2’ (15)
A. Theoretical achievable rates for small WNR's which is nothing but the ratio between the mean squared value

From (1), it is easy to see that, by reduciagthe quanti- of the received signal conditioned on the transmitted ngessa

zation stepA can be made larger while keeping constant thzg =1 and its variance.

embedding distortiorD,,. Moreover, from the analysis made, Thle4°F’“’T;m p:(;\jrame.terl can now bhe calculated by g\S(?rF—
in [1], it is known that the optimum distortion compensatioHﬁg (14) in (15) and maximizing over that parameter, obtegni

parameteir decreases according to the value of WNR. With T4+ E+ XM = [(1+E4 N2 —4N¢2)2
this two considerations in mind and the fact that we are dgali apo-ss(A§) = INE )
with finite DWR'’s, one can conjecture that the optimum (16)

quantization step for small WNR’s is such that the whole pdthich only depends on the WNR and the DWR. For small
of the host signal can be confined inside one quantization biNR'’s, the following approximation for the achievable rate
or equivalently, the ratid\ /o, can be made very large. Weof DC-SS is valid

could reduce then SCS to a problem with only two meaningful 1

centroids. It is interesting to note the relation betweeis th Rpc-ss( € a) = 5 log(1+ SNRpc-ss). 17)



10°

Inserting (16) in (17) yields the following achievable rate
Rpo_ss(A§) =

1 1 1

5 log (1 +5 [5 — A =14 [(1+ &+ X2 —4A§2]5D . (18)

In the next section, the validity of (16) and (18) to predict
the performance of SCS for small WNR’s will be verified.
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IIl. RESULTS AND DISCUSSION

From now on, all the results will stand for Gaussian hosts
and binary signaling. In Fig. 1-a, the true achievable rates N T S S
in SCS for negative WNR’s are represented. Two different e
DWR'’s are considered: 10 and 20 dB. For comparison pur-

a

poses, the capacity predicted by Costa, osfié’é%iﬁiiim
1 Dw - SCS:DWRizodB
Ccosta = 7 log, <1 + _2> > (19) 04l
2 oz
and the capacity for SS with Gaussian host,
1 D, -
0os = g (1 7). @

are also plotted.
It can be seen that the achievable rate depends, indeed, on ot

the host statistics, and below a certain value of WNR (whsch i

dependent on the DWR) the gain with respect to the uniform . L

assumption is considerable, but more important is the Featt t 7 7w

the true achievable rates of SCS are never below those of b

SS, contrarily to what was reported by Eggers. The optimum _ _ _ , ,

value fora is shown in Fig. 1-b, revealing another surprising;gt'ogﬁonBC'Q;rgeigasti(‘)"r’]'tga?;#;fgn(t;os“ achievable ratesr{d)optimum

result: the optimum is discontinuous, and also depends on

the DWR: below a certain WNR, it diverges from the value

obtained by Eggers and gets closer to the one derived by Cogighievable rate of SCS when DC-SS assumptions hold, as it
The reason for such a discontinuity is the existence of twein pe readily seen in Fig. 2-a. Moreover, it is not difficolt t
local maxima in the curves of the mutual information: wheprove that DC-SS always performs better than SS for DWR’s
the location of the global maximum changes sharply, so doggater than 0 dB. We noted above the difference between
the optimumea (if we would have resorted to the uniformine optimum parameter derived by Eggers and the one
approximation, there would exist only one maximum in thosge obtained for DWR< oc. The analytical expression (16)
curves, as it occurs in [1]). derived for DC-SS closely matches the optimumin SCS

assumption for small WNR’s: as long as the valueaofs  fyrthermore, it can be easily shown that

decreased, so does the ratip/A in order to keep DWR con-
stant. When the ratio, /A is sufficiently small, the uniform im  apo g9 =lmape_g5=Qcestar  (21)
. . DWR- - A—0

assumption no longer holds, and even the absolute location o
the centroids becomes relevant in the calculatiod (¢f; M). whereay,, ;. = (1 + 5—1)‘1 stands for the optimum parame-
In fact, to achieve the maximum embedding rate, they must & « derived by Costa in [4]. Fig. 1-b shows that the parameter
symmetrically located around the host mean. The decreasipgh SCS is approximately fitted by that derived by Costa for
in the ratioo, /A implies that the number of centroids withlow WNR’s; the lower the DWR, the wider the range where
a non-negligible assignment probability is also decresinsuch an approximation is valid. The result (21) makes sense
until the limiting case where only one centroid for eachecause foDWR — —oc the variance of the host signal is
symbol is used. Costa had shown in [4] a similar behavior feegligible compared ta\, and thus the DC-SS assumptions
the optimum number of codewords in his capacity-achievirgways hold.
scheme: for small WNR'sqf,, .., tends to O and the number
of required codewords per symbol tends to 1, thus confirming IV. CONNECTIONS BETWEENSCSAND ISS
the conjecture made in Section II-A. The reduction of SCS to a two-centroid problem (DC-

Now, we will verify the theoretical achievable rates and th8S) resembles a recently proposed scheme by Malvar and
optimuma that were derived in that Section 1I-A for the DC-Floréncio in [5], the so-called ISS (Improved Spread Spec-
SS scheme. Equation (18) gives an excellent estimate for them), which is a generalized spread spectrum method that




R 2B = 1) ~ N(you, (1 - v)202 4+ 02).  (24)

By comparing (11) and (24), it can be noted thatplays in

(24) the role of the centroid, in (11). The main difference
T between ISS and DC-SS is the fact that ISS uses two parame-
ters for embedding, namelyandr, whereas DC-SS uses only
one parameter. However, parametein ISS is actually fixed

to make the distortion (23) equal to that of spread spectrum,
yielding v = /(02 — v202) /02, so, similarly to DC-SS, the
achievable rate for ISS can be estimated by maximizing over
v the following expression

R (bits/element)

"
S,

-20 -19 -18 -17 -16 71\/5\/NR(d7é)A -13 -12 -11 -10 -9 RISS(Aag) ~ 5 lOg(]. + SNRISS); (25)
a
— e I‘JWR:lOdB‘ / Where 0-2 — ]/20-2
0.25M - - o7 DWR=15dB // 4 SNR = T 26
T e 198 = A= 1Po2 + a2 (29)
a2l Focess (heoretcap, DWR = 15 a3 ] By some straightforward algebraic manipulations, it isyetas
’ show that (26) is equal to (15), thus = a},-_g¢ and
Riss = Rpc_ss, and the results derived for DC-SS also

apply for ISS. Since the achievable rate of ISS is equal to
that of DC-SS, it is evident that the former is outperformed
by SCS when the WNR increases. The drawback of ISS is
that the number of centroids is not increased accordingeo th
WNR, as we pointed out in Section III.

D =T =7 T En = o V. CONCLUSIONS AND FURTHER WORK

WNR (dB)
b We have analyzed the achievable rates of SCS by rejecting
the uniform assumption, concluding that such an assumption
gig-SZ- dC%mpari'SO? betWEfen gg gghievgbgsr?tf;s Obctjainﬂté";m;_i"y for leads to a significant underestimation of the true achievabl
and theoretical ones for - an a), and comparestwreen H H
optimum parametes in SCS and DC-SS (b). A Gaussian host was considereréltes for small Water,mark to noise raths. As a matter of
in both plots. fact, the exact analysis has revealed an important resut: t
performance of SCS is dependent on the host statistics, and
it is never worse than that of SS in terms of the achievable
varies the amplitude of the watermark depending on thiate under AWGN attacks, hence there is no reason for using
considered host sample, providing significant gains ower trSS even when the watermarks must survive high noise levels.
ditional SS. Although several versions of ISS are describedBy reducing SCS to a problem with only two meaningful
[5], we only consider here thiknear one in order to clearly centroids, we have obtained some novel theoretical express
show the connections between DC-SS and ISS, revealing ttiait characterize the performance of SCS for small watdemar
the latter can be interpreted as a scheme with tiveual to noise ratios and allow to derive some interesting retetio
centroids, similarly to the former, being both approachdmtween SCS, SS and ISS.
equivalent in terms of performance. For the analysis, the co The analysis carried out here can be made easily extensive
sidered scenario will be the same as that of SCS, introdudedother host distributions besides the Gaussian, and it can
in Section . be extended to the calculation of the probability of error in
In traditional spread spectrum, the embedding functidsCS-based schemes, in order to show the true performance of
particularized for one sample is simply = = + bo,, with decoders operating at low-WNR regimes.
b = +1 depending on the to-be-transmitted bit, angd the
watermark amplitude. In the linear approximation of IS th
embedding function can be written as [1] J. J. Eggers, R. Bauml, R. Tzschoppe, and B. Girod, ‘@c&osta
Scheme for information embeddindEEE Transactions on Signal Pro-
cessing, vol. 51, no. 4, pp. 1003-1019, April 2003.
A. Hjorungnes, J. Lervik, and T. Ramstad, “Entropy ca@gdisf composite
. . sources modeled by infinite gaussian mixture distributfons IEEE
being~y andv two parameters in the range [0,1] that control  pjgjtal Signal Processing Workshop, 20-24 January 1996, pp. 235-238.
the watermark amplitude and host rejection, respectivebyg( [3] A. Papoulis, Probability, random variables and stochastic processes,

; ; 3rd ed. McGraw-Hill International Editions, 1991.
that spread spectrum is a particular case of (22)fer 1 and [4] M. H. M. Costa, “Writing on dirty paper”|EEE Transactions on
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