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Abstract— A novel quantization-based data-hiding method, on angle measurements, so they become invariant to value-
named Rational Dither Modulation (RDM), is presented. This metric scaling attacks. Unfortunately, both embedding and

method amounts to simple modifications of the well-known Diter  jatection become rather involved and also have the drawback
Modulation (DM) scheme, which is largely vulnerable to scahg . -
of reducing data-hiding payload [4].

attacks. With such modifications, RDM becomes invariant to ) . . i
those attacks. Since RDM does not work by trying to estimatette Here we follow a radically different approach, inspired by

step-size of the quantizers, it does not need any pilot-seqoce. differential phase modulations used in communications, an

Moreover, RDM is suitable for a scalar operation, thus avoidng  which is inherently robust to value-metric scaling attackse

the cumbersome constructions of spherical codes. It is alshown proposed method amounts to a simple modification of the

that RDM approaches the performance of DM asymptotically .
with the size of the memory needed for the method to operate. standard DM scheme, and moreover approaches asymptoti-

Simulation results show the accuracy of our theoretical angsis cally the performance of the latter. Our novel scheme relres
and the superiority of RDM compared to the Improved Spread “dithering” the ratio of two quantities, so it is termed Ratal

Spectrum method. Dither Modulation (RDM).
As customary, we writgy = x+ w, wherew andy denote
. INTRODUCTION the respective vectors for the watermark and the waterrdarke

Since their very inception, the Achilles’ heel of informedmage. Thenvariant value-metric scaling (IVS) attack con-
embedding methods has been their sensitivity to valueiene®ists in a constant scaling of the amplitudes of the wateketar
scaling attacks. These attacks tend to have a minimal impdagge coefficients. We will assume that additive zero-mean
on distortion as perceived by a human observer, and yet theite Gaussian noise is also added by the attackerpet)
produce an unacceptable degradation in the performancedenote the scaling parameter, then the attacked inzagsn
existing implementations of the Quantization Index Moduee written asz = p(y + n), wheren denotes the noise vector
lation paradigm, proposed by Chen and Wornell [1], whicWith zero-mean i.i.d. components. In the sequel, we will use
are generally based on structured quantizers. This islgled#ppercase letters to denote random variables and lowetgzase
a drawback compared to (binary) spread-spectrum methodgnote specific values. Vectors are written in boldface.
which are intrinsically robust to those type of attacks. Not Let D,, denote the embedding distortion measured in a
surprisingly, there has recently been an increasing reseaMSE-sense;o;. denotes the noise variance. The attacking
interest in finding new ways of mitigating value-metric segl distortion D. will be measured as if it were only produced
attacks [2],[3], in most cases, by keeping a standard enibgdddy n, irrespective of the value op. This stresses the fact
and decoding mechanism (e.g., dither modulation, DM) afi@at scaling alone does not produce a perceptually notieeab
proposing new ways of estimating the quantization step-si£ffect, and thusD. = 0 if n = 0. The host image will be
Unfortunately, a very accurate estimate is necessary ierded Statistically modeled as samples drawn from a ffz), with
guarantee reasonable operation, due to the large setysitfvi zero-mean and varianeg’. Finally, we define the Document
the bit error rate with respect to the estimation error. Aeot t0 Watermark Ratio (DWR) as;/D,, and the Watermark to
important class of methods aim at constructing a codebobRise Ratio (WNR) as.,/D...
whose codewords are somewhat evenly distributed on the~or the purposes of illustrating the main concepts in RDM,

surface of a hypershpere, and then preform decoding ba¥éido not pursue distortion compensation (DC) and moreover
concentrate on scalar schemes. However, the ideas prdsente

*This work was partially funded byxunta de Galicia under projects here can be extended to account for DC mechanisms and
PGIDT02 PXIC32205PN and PGIDT04 PXIC32202PM; CYCIT prejecmuyltidimensional codes. For the standard binary scalar DM,

AMULET, reference TIC2001-3697-C03-01; FIS project G@%land Euro- . . .
pean Comission through the IST Programme under Contrae2082-507932 the well-known embeddlng procedure uses the lattices:
Ay, = 2AZ+bpA)2 (1)

ECRYPT.

ECRYPT disclaimer: the information in this document refieanly the k
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the information is fit for any particular purpose. The usezréof uses the whereby, € {—1,1} is the information symbol to be embedded

information at its sole risk and liability. in the k-th host sample. These lattices give the centroids for



the respective quantize3_;(-) andQ:(-), so embedding is e
simply performed ag, = Qs (zx) = Tr + Wk

Given the attacked samplg,, decoding is performed by 5,
using a minimum Euclidean distance rule, i.e.,

stepsize

bi = arg min |z — Qs (z1)|”. (2 24—
Now consider an IVS attack with no additive noise, so

the vector at the input of the decoder can be written as

z = py, which is equivalent to scaling the output of the

embedder byp. Unfortunately, the quantization bins at the ¢
decoder are not scaled accordingly, thus producing a mgdmat P
between embedder and decoder which dramatically affects ) B L
performance, even in the absence of attacking noise [6]. In — o o

fact, substitutingz;, = py;, into (2) it is easy to see that the Fig. 1. Block-diagram of RDM.

decoded bit depends gn For the typical ranges of WNR and
DWR, and deviations of the scaling factor as small as 10%

(.e., p = 1.1), the bit error probabilityr;, is already drivento  Figyre 1 summarizes the operation of RDM. The et

0.5, thus rendering the DM method useless. includes, but is not limited to, thg, vector-norms, given by
The remainder or this paper is organized as follows: RDM

is introduced in Section Il while the stationary probalgilit = 1/p

density function (pdf) of the watermarked image is obtaiimed 9(yL) = (— Z |yk|1’) (5)

Section Ill. The analytical derivation of the bit error réBER) L &

for RDM with a large memory size is discussed in Section V.
Section V is devoted to providing numerical results and to
comparing RDM with the Improved Spread Spectrum (ISS) one relevant question regarding RDM is what is the distri-
method. Finally, in Section VI we give our main conclusiong,ytion of the watermarked signal. To this end, consider first
Il. RATIONAL DITHER MODULATION Fhe casel = 1 for which the value ofp in (5) .becomes
irrelevant. In this casey(y,_;) = |yx—1|. We are interested

In.th's secnon. we propose a crucial mod|f|c.at|on of-the basl'ﬁ determining the stationary probability density funatiof
DM idea that will lead to a fully robust solution against IV

attacks. Lety, denote the vector containi ast samples " provided it exists.
A . . ng p P From 3, for embedding symba}, at the k-th sample, the
of vector y taken at instantk, i.e., y,_; = (Yr—-1,Yr—2,

-+, yr—r)T. A similar definition holds forz;_;. It is im- set of possible centroids BA|yx—1|Z + brAlyx-11/2, S0 it

. . is clear that the BER will nd on th fof_1. In
portant to recognize that the construction of vecfprs, and S clear that the o depend on the pdf . .
: fact, since we are quantizing to a discrete set of centrdids,
71 are strictly causal.

We will consider the seg of functionsg : Y~ — R having turns out that the pdf (yx|yx—1,bx) Of Y conditioned on a

the property that for any > 0, g(py,) = pg(y,). Then, Ezgi?;ttg:;ymbo‘)k and onYj—; = yx—1, is discrete and
given thek-th bit b, the embedding rule becomes

IIl. STATIONARY PDF

T Yom  Pm(Uk-1,0)0 (Y& — Alyg—1](2m + bx./2))
Y = g(Yk*l)Qbk (g(Yk_l)) (3) pm(ykflv bk) Yk
Lom |2m+bk/2|A5 =l = (2m + by /2)A

where the quantize®), (-) is induced by lattice (1). Giveny,

decoding is now done by following a similar rule to (2), that (6)
2 whered denotes Dirac’s deltay,, (yx—1,bx) and is the prob-
(4) ability that X}, takes its value in the interval\|y;_1|(2m —

is,
Zk Zk
oy~ (7o)
9\Zk—1 g\Zk—1 1+b/2), Alyk—1](2m + 1 + bi/2)).

From this equation, and the properties of the functgoit If the conditions for the convergence &f are met, then
is immediate to see that the resulting method is completehere will existY = limy_ o {Y%}, with pdf fy (y). Next, we
insensitive to IVS attacks. It is also interesting to notibat derive an equilibrium equation for this pdf. Assuming that
the implementation of the generic RDM amounts to smathkes the values1 with equal probability, it follows that
modifications to the DM method; in embedding, it is necessary L oo
to divide zy, by g(y,_,) prior to performing the quantization, f - _/ - _

o ; L = Yk) = FWrlye—1,06 = =1) f(yr—1)dyr—1
while in decoding, the divisor become@$z;_1). This is due () 2 ) (v ( )

to the unavailability ofy, , at decoding, se,_, becomes 1 [
fo the unavallabilly ofy,.. 9 5o 3 e =) ) ()

b = arg min
& ~1,1




If the pdf of the hostfx (x) is symmetric about the origin, instead of fy in the right hand side. For largg, f v (s)

then it is not difficult to show that,,, (y,+1) = p_m(y,—1) £ can be approximated using the central limit theorem asvilo
pm(y), with

psP! (s — Myp)?
< ~ —_— >0. (12
e e G S U
Pm(y) = /ymmfl) Fx(@)dz, (8) where M, is the p-th absolute moment of .
e We have stepsided here the issue of the existence of the
and thatp,, (y) = pm(—y). stationary pdf’s. It can be shown, using Markov chains tieor

Consider now the first integral in (7), that we will denotehat a necessary condition for the convergencd ¥3f} and
by I;. Substituting (6) into (7) and performing the integratiod Y}, is thatA < 2.

for the casey, = 0, we obtain IV. ANALYTICAL DERIVATION OF THE BER

[ 1 Y ) We assume that the watermarked sigivals sent through
L= 3 Z |2m — 1/2|Apm (2m —1/2)A’ an IVS channel, producing a vectdr= p(Y + N). As noted
m=t previously, RDM is invariant to gain attacks, so the bit erro
Iy, (yi"”) rate (BER) analysis can be carried out by setting 1.
(2m —1/2)A As decoding errors will occur at the same rate figr= 1
n 1 i 1 ( Yk +1) and b, = —1, we will compute the probability of decoding
2 |2m + 1/2|Apm (2m +1/2)A b, = —1 whenb;, = 1. Let us defineP,[s, y] as the probability
of Z =Y + N falling in the set of intervalg J;° ___[(2] +
fy)C 1 (W) Yk = 0 (9) 1)AS, (21 + 2)AS), whenY = Y.
oo (21+2)A
For y, < 0 the result is identical to (9) with the sums ranging P.[s,y] & / fn(z—y)dz (13)
fromm = —oo to m = 0. The second integral in (7) is solved I=—c0 / (2+1)As
in a similar way. with fx(n) the pdf of the additive noise. As opposed to DM,

Combining the results of the two integrals in (7) and thRpM does not use a fixed discrete grid due to the variable
properties above, and after some straightforward algeteea, step-sizé, and the evaluation of the probability of error is
arrive at one expression relatingy; (yx) and fy,_, (Yx-1), more involved. In order to determine the bit error probapili
from which it is possible to write the equilibrium equatidiat  p. we must take the expectation &t [s, y] with respect to

the stationary distribution must satisfy, by simply refii@c the joint pdf of g(Z) andY, which is equivalent to
fyv., () and fy,_, () by fy (). This can be written in a compact

fi -
orm as / s / Pls.ulfy,, g wls) dy ds. (14)
1 Y -
Iy = ) 2 1/2A0" <(2m m 1/2)A) For largeL, and due to the low variance 9fY), and corre-
m spondingly ofg(Z), leg(Z)(y|s) can be safely approximated
fy (ﬁ) . (10) by fy‘ R (yls), i.e., the difference in the quantization steps

at the embedder and the decoder will have a small impact in
Noticing that for allm, p,, > 0, and that for at least onethe final result; in such case, the probability}ofconditioned
m = mg, pm0 # 0, it is possible to conclude from (10) thaton g( ) has the form of an impulse train. Fom here, it is

fr(0) = possible to show that
Equation (10) obviously specializes for any particularthos .00 A+ 1
distribution. For a Gaussian host pdf it is possible to show / f (Z Dm ( 5 As)
that the stationary pdf of;, can be well-approximated by the g m=—o00
followi ixt
ollowing mixture P, {S, 4dm + 1As] ds. L> 1, (15)
o) ~ c- 1
v(y) = 702 2~ (2m 1 1) with f Z)( s) ~ f Y% ), where the latter is given by (12).
m= ) ) Recogmzmg that the summation in (15) is nothing but the
« S A ~(11) probability of error of Dither Modulation for a step-si2é\s,
exp 2 A2 2 2 ( )
02A%(2m +1)* 207 here denoted by’p,;(2As), P. can be rewritten in a more
For analyzmg the general order (i.6, > 1), let Y, = ¢ompact form as follows
(Yk, , Y L+1)T and Y = hmk‘}OO{Yk} Y S RL . }
provided that this limit exists. Let als§ - (s) denote the Fe = ! yz)($)Ppr (285)ds. (16)

pdf of g( ) It can be shown that the Imp|IC|t relation that in the limit, for L = oo, the embedding quantization step is fixed and
defines the distribution ot is similar to (10), with f oY) equal tOQAMl/P_
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Fig. 2. Empirical and analytical values of the probabilifyearor for different . ) . L
values of the memory sizé. Gaussian host, DWR = 25 dB,= 2, p = 2.  Fig. 3. Spreading factoN' needed in ISS for achieving the same BER as
in RDM, for different values ofL. Gaussian host, DWR = 25 dB,= 2.

dB, ISS reduces the payload by a factor of 3000 compared to

where the probability of error of DM is supplied in [5].RDM to achieve the same bit error rate.
Therefore, from (16) it is possible to conclude that, fogkar

L, the performance of RDM is equivalent to averaging that V1. CONCLUSIONS
of Dither Modulation for all the possible values of the step- We have introduced here a novel data hiding scheme
size. In particular, ifL — oo, we have thatfg(z)(s) — (RDM), which can be proven to be invariant to IVS attacks.

5 (S _ M;Iép), andP, — Ppys (QAMylép). RDM has the advantage of not needing any pilot signal,

T : can work in a scalar-basis (as opposed to spherical codes,
Good approximations can also be obtained for the ¢ase | hich need many more dimensions) and can approach DM

1, following a different strategy. asymptotically with the memory size. RDM allows a much
higher capacity than spread-spectrum methods (inclu@sgy, |
V. NUMERICAL RESULTS which are also invariant to IVS attacks. RDM can benefit

Figure 2 shows the empirical and analytical values of irso from the gains afforded by distortion compensation and
BER for RDM in the Gaussian case (& 2), if we use channel coding. Finally, RDM is even moderately robust to

the I, norm in the definition of normalization functiog(-) Va&rying value-metric scalings.
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a DWR of 25 dB, where it can be seen that foe= 10, and

depending on the WNR, a spreading factor between 300 and

3000 is necessary. This simply means that for a WNR of 15



