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Abstract— A novel quantization-based data-hiding method,
named Rational Dither Modulation (RDM), is presented. This
method amounts to simple modifications of the well-known Dither
Modulation (DM) scheme, which is largely vulnerable to scaling
attacks. With such modifications, RDM becomes invariant to
those attacks. Since RDM does not work by trying to estimate the
step-size of the quantizers, it does not need any pilot-sequence.
Moreover, RDM is suitable for a scalar operation, thus avoiding
the cumbersome constructions of spherical codes. It is alsoshown
that RDM approaches the performance of DM asymptotically
with the size of the memory needed for the method to operate.
Simulation results show the accuracy of our theoretical analysis
and the superiority of RDM compared to the Improved Spread
Spectrum method.

I. I NTRODUCTION

Since their very inception, the Achilles’ heel of informed
embedding methods has been their sensitivity to value-metric
scaling attacks. These attacks tend to have a minimal impact
on distortion as perceived by a human observer, and yet they
produce an unacceptable degradation in the performance of
existing implementations of the Quantization Index Modu-
lation paradigm, proposed by Chen and Wornell [1], which
are generally based on structured quantizers. This is clearly
a drawback compared to (binary) spread-spectrum methods,
which are intrinsically robust to those type of attacks. Not
surprisingly, there has recently been an increasing research
interest in finding new ways of mitigating value-metric scaling
attacks [2],[3], in most cases, by keeping a standard embedding
and decoding mechanism (e.g., dither modulation, DM) and
proposing new ways of estimating the quantization step-size.
Unfortunately, a very accurate estimate is necessary in order to
guarantee reasonable operation, due to the large sensitivity of
the bit error rate with respect to the estimation error. Another
important class of methods aim at constructing a codebook
whose codewords are somewhat evenly distributed on the
surface of a hypershpere, and then preform decoding based
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on angle measurements, so they become invariant to value-
metric scaling attacks. Unfortunately, both embedding and
detection become rather involved and also have the drawback
of reducing data-hiding payload [4].

Here we follow a radically different approach, inspired by
differential phase modulations used in communications, and
which is inherently robust to value-metric scaling attacks. The
proposed method amounts to a simple modification of the
standard DM scheme, and moreover approaches asymptoti-
cally the performance of the latter. Our novel scheme relieson
“dithering” the ratio of two quantities, so it is termed Rational
Dither Modulation (RDM).

As customary, we writey = x+w, wherew andy denote
the respective vectors for the watermark and the watermarked
image. Theinvariant value-metric scaling (IVS) attack con-
sists in a constant scaling of the amplitudes of the watermarked
image coefficients. We will assume that additive zero-mean
white Gaussian noise is also added by the attacker. Letρ > 0
denote the scaling parameter, then the attacked imagez can
be written asz = ρ(y +n), wheren denotes the noise vector
with zero-mean i.i.d. components. In the sequel, we will use
uppercase letters to denote random variables and lowercaseto
denote specific values. Vectors are written in boldface.

Let Dw denote the embedding distortion measured in a
MSE-sense;σ2

n denotes the noise variance. The attacking
distortion Dc will be measured as if it were only produced
by n, irrespective of the value ofρ. This stresses the fact
that scaling alone does not produce a perceptually noticeable
effect, and thusDc = 0 if n = 0. The host image will be
statistically modeled as samples drawn from a pdffX(x), with
zero-mean and varianceσ2

x. Finally, we define the Document
to Watermark Ratio (DWR) asσ2

x/Dw and the Watermark to
Noise Ratio (WNR) asDw/Dc.

For the purposes of illustrating the main concepts in RDM,
we do not pursue distortion compensation (DC) and moreover
concentrate on scalar schemes. However, the ideas presented
here can be extended to account for DC mechanisms and
multidimensional codes. For the standard binary scalar DM,
the well-known embedding procedure uses the lattices:

Λbk
= 2∆Z + bk∆/2 (1)

wherebk ∈ {−1, 1} is the information symbol to be embedded
in the k-th host sample. These lattices give the centroids for



the respective quantizersQ−1(·) andQ1(·), so embedding is
simply performed asyk = Qbk

(xk) = xk + wk.
Given the attacked samplezk, decoding is performed by

using a minimum Euclidean distance rule, i.e.,

b̂k = arg min
−1,1

|zk − Qbk
(zk)|2 . (2)

Now consider an IVS attack with no additive noise, so
the vector at the input of the decoder can be written as
z = ρy, which is equivalent to scaling the output of the
embedder byρ. Unfortunately, the quantization bins at the
decoder are not scaled accordingly, thus producing a mismatch
between embedder and decoder which dramatically affects
performance, even in the absence of attacking noise [6]. In
fact, substitutingzk = ρyk into (2) it is easy to see that the
decoded bit depends onρ. For the typical ranges of WNR and
DWR, and deviations of the scaling factor as small as 10%
(i.e., ρ = 1.1), the bit error probabilityPb is already driven to
0.5, thus rendering the DM method useless.

The remainder or this paper is organized as follows: RDM
is introduced in Section II while the stationary probability
density function (pdf) of the watermarked image is obtainedin
Section III. The analytical derivation of the bit error rate(BER)
for RDM with a large memory size is discussed in Section IV.
Section V is devoted to providing numerical results and to
comparing RDM with the Improved Spread Spectrum (ISS)
method. Finally, in Section VI we give our main conclusions.

II. RATIONAL DITHER MODULATION

In this section we propose a crucial modification of the basic
DM idea that will lead to a fully robust solution against IVS
attacks. Letyk denote the vector containingL past samples
of vector y taken at instantk, i.e., yk−1 = (yk−1, yk−2,
· · · , yk−L)T . A similar definition holds forzk−1. It is im-
portant to recognize that the construction of vectorsyk−1 and
zk−1 are strictly causal.

We will consider the setG of functionsg : YL → R having
the property that for anyρ > 0, g(ρyk) = ρg(yk). Then,
given thek-th bit bk, the embedding rule becomes

yk = g(yk−1)Qbk

(

xk

g(yk−1)

)

(3)

where the quantizerQbk
(·) is induced by lattice (1). Givenzk,

decoding is now done by following a similar rule to (2), that
is,

b̂ = arg min
−1,1

∣

∣

∣

∣

zk

g(zk−1)
− Qbk

(

zk

g(zk−1)

)∣

∣

∣

∣

2

. (4)

From this equation, and the properties of the functiong, it
is immediate to see that the resulting method is completely
insensitive to IVS attacks. It is also interesting to noticethat
the implementation of the generic RDM amounts to small
modifications to the DM method; in embedding, it is necessary
to dividexk by g(yk−1) prior to performing the quantization,
while in decoding, the divisor becomesg(zk−1). This is due
to the unavailability ofyk−1 at decoding, sozk−1 becomes
an estimate.

Fig. 1. Block-diagram of RDM.

Figure 1 summarizes the operation of RDM. The setG
includes, but is not limited to, thelp vector-norms, given by

g(yk) =

(

1

L

k−1
∑

m=k−L

|yk|p
)1/p

(5)

III. STATIONARY PDF

One relevant question regarding RDM is what is the distri-
bution of the watermarked signal. To this end, consider first
the caseL = 1 for which the value ofp in (5) becomes
irrelevant. In this case,g(yk−1) = |yk−1|. We are interested
in determining the stationary probability density function of
Yk provided it exists.

From 3, for embedding symbolbk at thek-th sample, the
set of possible centroids is2∆|yk−1|Z + bk∆|yk−1|/2, so it
is clear that the BER will depend on the pdf ofYk−1. In
fact, since we are quantizing to a discrete set of centroids,it
turns out that the pdff(yk|yk−1, bk) of Yk conditioned on a
transmitted symbolbk and onYk−1 = yk−1, is discrete and
has the form

∑

m pm(yk−1, bk)δ (yk − ∆|yk−1|(2m + bk/2))

=
∑

m

pm(yk−1, bk)

|2m + bk/2|∆δ

(

|yk−1| −
yk

(2m + bk/2)∆

)

(6)

whereδ denotes Dirac’s delta,pm(yk−1, bk) and is the prob-
ability that Xk takes its value in the interval[∆|yk−1|(2m −
1 + bk/2), ∆|yk−1|(2m + 1 + bk/2)).

If the conditions for the convergence ofYk are met, then
there will existY = limk→∞{Yk}, with pdf fY (y). Next, we
derive an equilibrium equation for this pdf. Assuming thatbk

takes the values±1 with equal probability, it follows that

f(yk) =
1

2

∫ ∞

−∞

f(yk|yk−1, bk = −1)f(yk−1)dyk−1

+
1

2

∫ ∞

−∞

f(yk|yk−1, bk = +1)f(yk−1)dyk−1.(7)



If the pdf of the hostfX(x) is symmetric about the origin,
then it is not difficult to show thatpm(y, +1) = p−m(y,−1) ,

pm(y), with

pm(y) =

∫

|y|(4m+3)
|4m+1|

|y|(4m−1)
|4m+1|

fX(x)dx, (8)

and thatpm(y) = pm(−y).
Consider now the first integral in (7), that we will denote

by I1. Substituting (6) into (7) and performing the integration
for the caseyk ≥ 0, we obtain

I1 =
1

2

∞
∑

m=1

1

|2m − 1/2|∆pm

(

yk

(2m − 1/2)∆
,−1

)

· fYk−1

(

yk

(2m − 1/2)∆

)

+
1

2

∞
∑

m=1

1

|2m + 1/2|∆pm

(

yk

(2m + 1/2)∆
, +1

)

· fYk−1

(

yk

(2m + 1/2)∆

)

, yk ≥ 0. (9)

For yk < 0 the result is identical to (9) with the sums ranging
from m = −∞ to m = 0. The second integral in (7) is solved
in a similar way.

Combining the results of the two integrals in (7) and the
properties above, and after some straightforward algebra,we
arrive at one expression relatingfYk

(yk) and fYk−1
(yk−1),

from which it is possible to write the equilibrium equation that
the stationary distribution must satisfy, by simply replacing
fYk

(·) andfYk−1
(·) by fY (·). This can be written in a compact

form as

fY (y) =
∑

m

1

|2m + 1/2|∆pm

(

y

(2m + 1/2)∆

)

· fY

( |y|
|2m + 1/2|∆

)

. (10)

Noticing that for all m, pm ≥ 0, and that for at least one
m = m0, pm0 6= 0, it is possible to conclude from (10) that
fY (0) = 0.

Equation (10) obviously specializes for any particular host
distribution. For a Gaussian host pdf it is possible to show
that the stationary pdf ofYk can be well-approximated by the
following mixture

fY (y) ≈ 4|y|
πσ2

x∆

∞
∑

m=0

1

(2m + 1)2

· exp

(

− 2y2

σ2
x∆2(2m + 1)2

− y2

2σ2
x

)

. (11)

For analyzing the general order (i.e.,L ≥ 1), let Yk =
(Yk, · · · , Yk−L+1)

T and Ỹ = limk→∞{Yk}, Ỹ ∈ R
L,

provided that this limit exists. Let alsof
g(

˜Y)
(s) denote the

pdf of g(Ỹ). It can be shown that the implicit relation that
defines the distribution ofY is similar to (10), withf

g(
˜Y)

instead offY in the right hand side. For largeL, f
g(

˜Y)
(s)

can be approximated using the central limit theorem as follows

f
g(

˜Y)
(s) ≈ psp−1

√
2πσr

exp

(

− (sp − Myp)
2

2σ2
r

)

, s ≥ 0. (12)

whereMyp is thep-th absolute moment ofY .
We have stepsided here the issue of the existence of the

stationary pdf’s. It can be shown, using Markov chains theory,
that a necessary condition for the convergence of{Yk} and
{Yk}, is that∆ < 2.

IV. A NALYTICAL DERIVATION OF THE BER

We assume that the watermarked signalY is sent through
an IVS channel, producing a vectorZ = ρ(Y+N). As noted
previously, RDM is invariant to gain attacks, so the bit error
rate (BER) analysis can be carried out by settingρ = 1.

As decoding errors will occur at the same rate forbk = 1
and bk = −1, we will compute the probability of decoding
b̂k = −1 whenbk = 1. Let us definePe[s, y] as the probability
of Z = Y + N falling in the set of intervals

⋃∞
l=−∞[(2l +

1)∆s, (2l + 2)∆s), whenY = y:

Pe[s, y] ,

∞
∑

l=−∞

∫ (2l+2)∆s

(2l+1)∆s

fN (z − y)dz (13)

with fN(n) the pdf of the additive noise. As opposed to DM,
RDM does not use a fixed discrete grid due to the variable
step-size1, and the evaluation of the probability of error is
more involved. In order to determine the bit error probability
Pe, we must take the expectation ofPe[s, y] with respect to
the joint pdf ofg(Z̃) andY , which is equivalent to

Pe =

∫ ∞

0

f
g(

˜Z)
(s)

∫ ∞

−∞

Pe[s, y]f
Y |g(

˜Z)
(y|s) dy ds. (14)

For largeL, and due to the low variance ofg(Ỹ), and corre-
spondingly ofg(Z̃), f

Y |g(
˜Z)

(y|s) can be safely approximated

by f
Y |g(

˜Y)
(y|s), i.e., the difference in the quantization steps

at the embedder and the decoder will have a small impact in
the final result; in such case, the probability ofY conditioned
on g(Z̃) has the form of an impulse train. Fom here, it is
possible to show that

Pe =

∫ ∞

0

f
g(

˜Z)
(s)

∞
∑

m=−∞

pm

(

4m + 1

2
∆s

)

· Pe

[

s,
4m + 1

2
∆s

]

ds, L ≫ 1, (15)

with f
g(

˜Z)
(s) ≈ f

g(
˜Y)

(s), where the latter is given by (12).
Recognizing that the summation in (15) is nothing but the

probability of error of Dither Modulation for a step-size2∆s,
here denoted byPDM (2∆s), Pe can be rewritten in a more
compact form as follows

Pe =

∫ ∞

0

f
g(

˜Z)
(s)PDM (2∆s)ds. (16)

1In the limit, for L = ∞, the embedding quantization step is fixed and
equal to2∆M

1/p
yp .
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Fig. 2. Empirical and analytical values of the probability of error for different
values of the memory sizeL. Gaussian host, DWR = 25 dB,c = 2, p = 2.

where the probability of error of DM is supplied in [5].
Therefore, from (16) it is possible to conclude that, for large
L, the performance of RDM is equivalent to averaging that
of Dither Modulation for all the possible values of the step-
size. In particular, ifL → ∞, we have thatf

g(
˜Z)

(s) →
δ
(

s − M
1/p
yp

)

, andPe → PDM

(

2∆M
1/p
yp

)

.

Good approximations can also be obtained for the caseL =
1, following a different strategy.

V. NUMERICAL RESULTS

Figure 2 shows the empirical and analytical values of the
BER for RDM in the Gaussian case (c = 2), if we use
the l2 norm in the definition of normalization functiong(·)
The performance of Dither Modulation in the ideal case, and
assuming a gain attack of5%, i.e., Z = 1.05(Y + N), is
plotted as a reference. The measured probability of error was
established after averaging a number of simulations of 50,000
bits each, such that the total number of bits in error was
higher than 50 for all cases. Analytical expressions for the
caseL = 1 (not given here) and the largeL (Eq. (16)) setting
have been plotted as well. It is important to see that we can
reduce the performance loss with respect to Dither Modulation
as much as desired for a sufficiently high orderL. This is
especially relevant if we consider that Dither Modulation is
useless beyond a small degree of gain attack, unless some
other measures are taken into account, as shown in the figure
for a channel gain ofρ = 1.05.

Next we compare RDM with the recently proposed Im-
proved Spread Spectrum (ISS) [7]. Since ISS needs some
amount of spreading for attaining a satisfactory performance, it
is interesting to plot the spreading factorN that is required to
achievethe same probability of bit error as RDM, for different
values of the memory sizeL. This is plotted in Figure 3 for
a DWR of 25 dB, where it can be seen that forL = 10, and
depending on the WNR, a spreading factor between 300 and
3000 is necessary. This simply means that for a WNR of 15
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Fig. 3. Spreading factorN needed in ISS for achieving the same BER as
in RDM, for different values ofL. Gaussian host, DWR = 25 dB,p = 2.

dB, ISS reduces the payload by a factor of 3000 compared to
RDM to achieve the same bit error rate.

VI. CONCLUSIONS

We have introduced here a novel data hiding scheme
(RDM), which can be proven to be invariant to IVS attacks.
RDM has the advantage of not needing any pilot signal,
can work in a scalar-basis (as opposed to spherical codes,
which need many more dimensions) and can approach DM
asymptotically with the memory sizeL. RDM allows a much
higher capacity than spread-spectrum methods (including ISS),
which are also invariant to IVS attacks. RDM can benefit
also from the gains afforded by distortion compensation and
channel coding. Finally, RDM is even moderately robust to
varying value-metric scalings.
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