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ABSTRACT to undertake perceptual analysis), but in their best perform-
) o o ing versions they feature maximum likelihood (ML) decod-
It has been claimed that quantization-based data-hiding mettmg_ This implies that knowledge of the host signal statis-

ods offer an advantage over spread-spectrum schemes. Ifcq| distribution is needed, what suggests to name them
this paper we review this assertion by presenting a new 100k nown host-statisticsiethods.

on the assumptions made for these claims, and we give a
new performance comparison between both approaches un-
der random additive channel distortions. The existence of al.1. The need for a new comparison
threshold in the distortion level for the goodness of each of

the methods is shown. Several claims that known host-state methods offer supe-

rior performance than known host-statistics ones have been
made. Nevertheless, previous comparisons presented some
1. INTRODUCTION flaws that demand a more detailed review of these claims.
First of all, only a fair measure can be used for a fair com-
Lately, the watermarking community has witnessed the emerparison: parameters such as the probability of decoding er-
gence of a new data hiding philosophy based on the useror (Pe) or capacity are significant because they provide fac-
of side information. The first deliberate use of this con- tual design parameters; alternatively, a comparison based
cept dates back to the identification of the watermarking on “penalty distortions” or signal-to-noise ratio (SNR) ad-
problem not just with a classical communications problem, vantages is condemned to be skewed, because its translation
but with a special communications scenario for which, in into objective parameters measuring actual performance de-
the absence of attacks, the channel state is known beforepends on the (disregarded) underlying host signal statistics.
hand by the transmittedl]. The revisiting of an important ~ Taking into account that channel distortions (either inten-
result by Costaq], that showed how to obtain host sig- tional or unintentional) constitute a basic assumption of the
nal interference rejection under certain conditions, gave thedata hiding game, in this paper we focus on “robustness in
first rigorous theoretical framework for addressing data hid- probability” and show that “provable robustness” (i.e. zero-
ing with side information. Two equivalent practical imple- error probability for certain amplitude-bounded distortions)
mentations of this result were proposed: Distortion Com- does not necessarily lead to the former.
pensated Quantization Index Modulation (DC-QIN)&nd Secondly, the key issue of distortion measurement can-
Scalar Costa Scheme (SC8),[based on dithered quantiz- not be overlooked. The measure used in the assumptions of
ers. These methods present the characteristic of performingCosta’s result —mean squared error (MSE)— seems to be
detection in a deterministic way, i.e. without considering inadequate for the data hiding problem, in which oolyal
the host signal statistics; thus, we will term thermrkaswn measures have a perceptual meaning whatever the domain
host-statemethods. used. With a MSE measure perceptually unacceptable local
On the other hand we have the methods that had pre-distortions could be globally compensated to meet the estab-
viously received most attention, i.e. spread-spectrum-like lished restriction. A rough approximation to a local measure
methods. These schemes do always present host signal ins the pointwise distortion measure that we will use here.
terference, even in the absence of attacks. Commonly, they In addition, the Gaussianity hypotheses of Costa’s the-
just make limited or null use of side information (e.g. only orem are difficult to verify in practice. Gaussian analysis
Work oartal od by thaunta de Galiciaund oot would prove interesting if it would yield an effective bound
P D o eathchn o 0 Performance; unfortunately, we wil see tht his is not -

Watermarking Technologies), 1ST-1999-10987, and the CYCIT project WaYyS t.he case. In _this_situation_, disregarding the hOSt signal
AMULET, reference TIC2001-3697-C03-01. statistical distribution in detection equals to throwing away




valuable information that can prove useful when unknown scaledquantization error, i.e.w = v -e = v(Qp(X) — X),
attacking distortions affect the watermarked signal. where the constantis alleged to work in the same way as
the optimizable constawt used in P]. Thanks to the small
size ofA, eis assumed to be a uniform random variable in
the intervals—A,A) and [—vA,vA) respectively, therefore
yielding Dy, = A%/3 andD,, = v?A?/3. We must remark
that for DC-QIM (SCS) it is irrelevant that the hypotheses
of Costa’s result are only cast for Gaussian host signals, be-
cause uniformity is assumed to hold inside the quantization
cells regardless of the host signal statistics. This implies that
this implementation does not fully use Costa’s conditions.
Moreover, we can use the uniform quantization error to

2. PERFORMANCE UNDER RANDOM ADDITIVE
ATTACKS

We want to compare the impact of a simple random addi-
tive distortion on the performance of both approaches using
P.. We will restrict the analysis to the case where only one
host signal samplr is used to hide one symbol Hit= +-1

of information. Even though this case is of little practical
interest due to the higRe. associated, it does show the be- . .
havior that appears when more signal samples (higher gi-generate Fhe watermark fO"(?W'ng any arbltr'ary law=
mensions) are used for the embedment; this more generaJT(e)' not justT(e) = v -eas in DC-QIM. Notice that, as

case has been analyzed B} hnd confirms this assertion. It happen_s witfe, T(e) s ?'50 qrthogonal tacin the sense
Without loss of generality we will write the watermarked specified in f. This permits to improve DC-QIM for some

signal asy — x+w; after undergoing the additive random channel distortions (as we will show in Segfwith a method
distortion independent from we will have a received sig- W€ PrOPOs€ next. Consider a DC'-QIM.vanant that we name
nalz=y-n, Gaussian DC-QIM (GDQ-QIM) in V\_/h|cry = xJ_rT(e) =

We will term asDy, the embedding distortion, that is Qu(X) +G(€), whereG(.) is the mapping of a uniform vari-
the variance of the watermark, and Bs — o2 the’ chan- ' able into a zero-mean Gaussian variable with variasijce

1 — V¥n . . .
nel (attacking) distortion. As for the highest level D¢ For this purpose, the quantized ereois mapped 0, 1) .
permissible we will assume that it can only be as high as and fed into the inverse of the complementary cumulative
Dw. For convenience we define the square root rat Gaussian distribution functidpas routinely made to gener-
W-

+/Dw/D¢, and we callvatermark-to-noise ratito WNR = a;;ce an g“gg?“/ g_df fro_m an uhr_uform one. As=e+G(e),
20log,(&. The pointwise distortion criterion in this scenario the embedding distortion in this case Is
is the same as the MSE one, but, as discussed in dgt. A 2 )
this issue has to be carefully considered in multidimensional p  — / (EH— o,Q1t (M>> de = AiH (ﬁ) (1)
cases as those studied .| -A 27 2A 2 \A
The problem of determining the probability distribution

function (pdf) f,(n) of the worst random distortion is a hard whereH (1) £ [, (e+1Q 1((e+ 1)/2))2de
problem that largely depends on the data hiding method  For all these methods decoding is simply performed by
and host signal used. For this reason we choose to makejuantizingz (no statistical knowledge abowneeded), that
the comparison whenis a Gaussian random variable with amounts to a minimum Euclidean distance decoderbize.
varianceD; = oé, that has always been used as a referencearg min_y 1 [|z— Qp(2)||?. With this, it is straightforward to
channel in previous analyses, and whmeis uniform noise  determinePs since by symmetry and assuming that —1
between—n andn (Dc = n?/3), that will prove especially  is sent
harmful for quantization methods.

Pe=P{z-Qu(2)|* < lz— Q-1(2)|1*} )
2.1. Known host-state methods . _

or, equivalently, we can write

We will analyze QIM and DC-QIM implemented by means
of dithered uniform quantizers, also called Dither Modu- Pe:/ fr(r +Q_1(x))dr, 3)
lation (DM). The centroids of the quantize€s_1(x) and R
Qi(x) are given by the latticed_1 = 2AZ +d andA; =
2A7+d+A, with d a possibly key-dependent arbitrary value with r = w+ n and®; the decision region associatedite-
that we assume without loss of generality to be zero for the 1. Thereforef,(r) is the convolution off,(n) with the pdf
analysis. Notice that the exact knowledge of the quantiza- of the watermark. For QIM this simply means tHafr) =

tion centroids would permit a perfect attack (ife.= 0.5). fn(r). On the other hand, for DC-QIM and GDC-QIN(r)
In QIM the watermarked signal turns to be the quanti- is the convolution off,(n) with a uniform and a normal
zation centroid closest tg i.e. y = Qp(X) for the symbob; distribution respectively.

the watermark is just the quantization emoe e = Qp(X) — -
X. On the other hand DC-QIM takes as the watermark the 1Q(x) £ ﬁfx"" e zdt




Uniform noise. For QIM, asf;(r) = 1/2n for |r| <n, discrete cosine transform (DCT). Thus, the pdfxohas
considering the decision regions it is possible to write that the form fy(x) = B/2 exp(—B|x|), with B = v/2/ox. For
convenience we define= /02/D,, and calldocument-to-
P — { 0, : £=>2 @) watermark ratioto DWR = 20log;oA. The optimal ML de-

1-3, 2/3<&<2 coder for this scheme decides- +1 if |z—sa| > |z+sq|

or, equivalently, ifzs> 0. Assuming thas takes the values
whereg takes the valua/n. For DC-QIM we have that, for 11 \ith probability 1/2, by symmetry the bit error proba-

n > (1—-v)A, the resulting pdf is bility will be
b rl<n-(1-v)a °
H= +(( ))A It n@vadirzn+a-va ©) Pe=P{z>0[b=1}= /—oo fr(r—ajdr ®)

Considering only the case> 1/2, we have now that where fi(r) = fn(r)  fx(r). Itis interesting to note that in
the case when there is no distortion present in the chan-

0, &> - 1/2 nel, i.e. n= 0, we have thaff,(r) = fx(r). In this case
P _ (v—(v—1/2)§)2 <f< v P. = exp(—v/2/A)/2, with A = oy/a, and the method isot
e 5/243(25\))2/2_7\; 72 N v-1/2 provably robusti.e. P. > 0.
32y v & € <3 Uniform noise. In this case we have that
6
© f(r) = { (1fe*_3” cosiPr)) /2n,  |r|<n (10)
with £ taking now the valug -A/n. The case < 1/2 is less e PIrlsinh(Bn)/2n, r[>n

interesting because we will have in any c&e# 0. Last,
we consider GDC-QIM where

f,(r):é}(Q(r;vr‘)—Q(r;”)). % Pe{ - :j:‘:(e f)/(ms I, ;Z? (11)

It is straightforward now the calculation 8 using ©)

Now & = 1/3Dy/n andPe is computed using3) by means

of numerical integration; this probability can be written as a With & = v/3a/n.

function ofa, /A and numerically optimized for this param- Gaussian noiseThe desired pdf is now

eter. - ) 5
Gaussian noise.In this case, it is possible to analyti- f,(r) — B e {e—BrQ (H&%,) +Q <r+&‘g>}

cally determine the value &% for QIM, which results in 2 Og Og 19)

e (4k+1) (4k+3)
Pe = ZKZO{Q ( 2 V3E)-Q 2 v3E) e, (8) For this cas€ = a/og, and numerical integration is re-
B quired for computind? inserting (2) into (9).

whereg =A/(v/3ag). For DC-QIM f,(r) is the same pdf as

(7), but replacing) andoy by (1—v)A andog respectively. 3. COMPARISONS AND CONCLUSIONS

In this caseP; is found through numerical integration, and

& =VA/(V/30ag). As for GDC-QIM, f(r) is just a Gaus-  In Fig. 1 we presen® for the analyzed methods under the
sian with varianceréJro\z,. A formula similar to 8) applies proposed distortions, using a decreasing distortion level. In
for P, and the parameté takes the valug/Dy,/0g. As in both cases we see the typical performance of QIM, that
the uniform caseP. can be numerically computed and op- degrades rapidly when increasing the distortion. Note in
timized for the parametes, /A. Fig. 1(b) that, as uniform noise is amplitude bounded, we
can getP. = 0 for a WNR> 6 dB which provides a certain
degree oprovable robustnesNevertheless when WNR

0 dB, P. = 0.5 and so the channel becomes useless.

As atypical spread-spectrum amplitude modulation method  The plots of DC-QIM and GDC-QIM have been mini-
we choose to compute the watermark givessw = sa - b, mized onv andao, /A for the highest distortion (WNR:= 0
wheres is a pseudorandom variable for whie{s?} = 1 dB). Itis still possible for DC-QIM to havBs = 0if v > 1/2
anda > 0 a quantity chosen so the perceptual constraint with uniform noise, but at too high WNR values for the plot
Is met. For thls-methodDW = o We W,'” Just COUSIder, 2This choice minimizes the bit error probability while meeting the con-
the Case wherg is modeled by a Laplacian pdf with vari-  syrainte{s?} = 1. The proof of this fact follows from the convexity of the
ancea?, which is adequate when the domain chosen is theintegral of the tail off, (r).

2.2. Known host-statistics methods
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Figure 1: Performance Comparison
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Figure 2: Tail integral variation when uniform noise cor-

rupts a Laplacian pdf (DWR: 6 dB, WNR= 4 dB)

shown. Notice that, even when GDC-QIM cannot defeat
DC-QIM under Gaussian distortion, it does improve DC-

methods: the reason is that the tail integral of the overall
pdf that determineBs is only slightly modified (see Fi@).

This means that, if values of WNR under O dB were allowed
as done in 4] and others, the known-statistics method for
DWR = 6 dB in our example would defeat DC-QIM for
both Gaussian and uniform noise under WNR-2 dB.
Last, further improvements are expectable for Generalized
Gaussian models with shape parameters lower than one.
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