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ABSTRACT erties of these two philosophies to get an overall improve-
The quantization of a linear projective transformation first MeNt: T0 this end, QP uses a projection function producing

proposed by Chen and Wornell is shown to allow for much gscalar decision v_ariable —similar to thg decision gtatistic
better performance figures than those yielded by previous'n kno.Wh-hOS.t-StatIStIC.S methods— that is then .un|formly

approaches. The procedure to achieve this improvement fluantized as it occurs in most known-host-state implemen-
explained through the proposal and analysis of an improvedtat'ons' We not_e that the idea of combining these tWO ap-
data hiding method called Quantized Projection (QP), basedproaches was first proposed *?’y Chen and-WorneII in teir
in the quantization of a statistic similar to those used at de- so-called Spread Transform Dither Modulation (STDM) [

tection in spread-spectrum algorithms. Both the theoretical which the Q.P method cI.oser rese'mbles; however, we W'”
analysis and the empirical validation show that projection- ghow some Important differences in the way the quantiza-
based methods exhibit huge performance improvements ovetllo_n step IS c_hosen which Stf"”g'y affect the theoretical anal-
existing ones under the same conditions —i.e. same degred*>'"> and indirectly have an impact on performance.

of diversity and level of random additive attacking distor-

tion. 2. QUANTIZED PROJECTION (QP) DATA HIDING

1. INTRODUCTION The scenario in which will carry out the analysis is the fol-
lowing: one information symbdd = +1 will be hidden into
Data hiding methods that have received major attention up@ zero-mean host signalusingL pseudorandomly chosen
to now can be roughly subdivided into two families: 1) samples fronx indexed by the sef. Without loss of gen-
Known-host-state methods, such as Quantization Index Moderality we will write the watermarked signal as the addition
ulation (QIM) [1], that use host signal state or side informa- Y = X+Ww. We will denote byD,, theembedding distortion
tion at the encoder and that perform deterministic decodingthat is, the power of the embedded watermark. By conve-
without resorting to host signal statistical characterization hience, the parametr= /a2 /Dy, with 63 the host signal
(e.g. minimum Euclidean distance decoding); 2) Known- variance, allows us to define tf#ocument-to-watermark
host-statistics methods, such as spread-spectrum ahes [ ratio, DWR = 20log,,A. Before decodingy undergoes
that do not use host signal state information, but perform @ channel represented by additive nomsédependent of
statistical detection using the the host signal characteriza-x and following an arbitrary zero-mean pdf, yielding a re-
tion (e.g. maximum likelihood decoding). These two fami- ceived signalz =y +n. By virtue of the pseudorandom
lies of methods offer a number of advantages and disadvan<choice of the indices i we may assume that the samples
tages that were analyzed if]f for instance, known-host-  in n are also mutually independent. LBt = o7 denote
state methods can yield very low or null probabilities of de- the channel distortioni.e. the power of the distortion pro-
coding error P.) for small distortions, while known-host- ~ duced by the channel. Last we deffié /DD, calling
statistics methods are less sensitive to noise and can tak#/atermark-to-noise ratieo WNR = 2010g; €.
advantage of the host signal knowledge to improve perfor- At each samplé, the watermark has the form
mance.
The target of the Quantized Projection (QP) method, WK = pa[K]s[k] 1)

which we propose in this paper, is to gather the best prop-

wheres|k] is a key-dependent pseudorandom antipodal se-
This work has been partially supported by Xenta de Galiciaunder

project PGIDT01 PX13204PM, the European project Certimark (Certifi- quence, I'es[k] € {il}f SO tTIa?t the variance of the water-
cation of Watermarking Technologies), IST-1999-10987, and the CYcIT Mark becomes proportional [K]. Therefore‘?([k} can be
project AMULET, reference TIC2001-3697-C03-01. regarded as perceptual maskhat should take into account



the properties of the Human Visual System, as is customar ~ ° ‘ ‘

in modern data-hiding schemes. T 2?% 5 1
The aforementioned projection function consistsincom- = ¢ 5 —.04 1
puting a weighted cross-correlation between the watermark .« ' .
image and the watermark, so for a given signtiie projec- ol i

tion ry is such that . ° ‘
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Although not pursued here, it can be shown thatthistypeor [ A —20
projection is optimal among the class of linear projections < ¢, =0.08 7
under perceptually-shaped additive channel noise. Thistyp < 2 1
of channel distortion amounts to making the variance of | i
each noise sample proportionaldd[k] as well. It is also . ‘ o ‘ ‘ ‘ N ‘
possible to show that the latter strategy is optimal fromthe ~ ©° ™ T ¢ reoo ' e
attacker’s point of view under the restriction of impercepti-

ble additive distortions. Figure 1: Enlargement of the quantization stepvith re-

The choice of the projection function irZ)(makes it gpecttas,, whenL grows (DWR=6dB,0 =A;, x =A_1)
computationally appealing due to its linearity. It is also in-
teresting to remark that this projection would be the optimal o . . )
ML decoding function were the host image statistics Gaus- which allows tq redistribute Q|stort|on across ho§t-S|gnaI sam-
sian P]. Improvements could be possible by using nonlin- ples. Depending on the unitary transform that is used, this

7

ear projections adapted to the statisticsxpbut they will could be unsuitable for data hiding purposes, as perceptu-
not be pursued here. ally unacceptable local distortions could be globally com-
It is useful to rewrite ) as the addition of two terms pensated. On the other hand, QP has been derived by im-
posing a stronger structure on the watermark (cf. Bq.
ry=rx+rw= Y xk|sk/afk]+ 5 wlklsk]/alk] (3) In order to gain some insight on the step growing phe-
kes kes nomenon exploited by QP, let us assume for a moment that
so thatry is the projected host image anglis the projected ~ fx ¢an be modeled as a zero-mean Gaussian random vari-
watermark. able, and that k] = ox anda[k] = a forallk € S. In these

The embedding ob is made by quantizing, with one ~ conditions, and using the projectiod) (vith L samples onx
of two uniform scalar quantizers whose centroids are given {0 COmpute’y, the maximum allowed energy fo, grows as

by the unidimensional lattices_; = 2AZ —A/2 and/\; = L? (as the peak amplitude attainabldjswhile the variance
2A7 -+ A/2. Thus, the embedder findg with the smallest ~ Of the normal variabley only grows ad.o}/a®. Therefore,
Qb(x) the closest centroid toin the latticeAy,. can use less watermark energy per sample for the encoder to

The detector will decide the symbbfrom the received ~ Move the projectiomy to the desired quantization centroid.
signalz after using a minimum Euclidean distance decoder ~ Alternatively, we can use a constant watermark energy

on the projectiom, to determine which of the two lattices is  value per pixel —ideally the maximum allowed— and in-
closest: creaseA to get the same effect, thus becoming more and

. more difficult for the attacker to trick the decoder (i.e. change

b=arg [gi{\Hfz—Qb(rz)Hz (4)  the projection to a wrong quantization centroid) when the

" projection function is unknown. In Fid. we depict this ef-

fect assuming for illustrative purposes that we teld| = 1

for all k € §, and that we are always able to chodses

Before showing how to compute the watermarirom r, large asL without exceeding the allowed embedding dis-

for getting the desired projection, notice that a crucial obser-tortion. To guarantee this in an average sense becomes a

vation not explicitly made in the original proposal of STDM major difficulty for an accurate analysis; actually, the re-

is that, as. grows, for a given level of watermarking dis- striction would be always satisfied —not only in average—

tortions the scalar quantization st&pcan be made each if a very large value of were used, since we could consider

time larger; this can add a high degree of robustness to thethatry is with very high probability around zero compared

method. to the quantization step size. Interestingly, in this case the
It has to be remarked that STDM was derived under a quantization procedure resembles a simple spread-spectrum

Mean Square Error (MSE) embedding distortion constraint scheme with antipodal symbols.

2.1. Election of the quantization step



2.2. Computing the watermark

We formalize next the previous intuitive explanation. First,

2.3. Performance analysis under additive random noise

Having obtained the distortiol,y for arbitraryA, ox anda,

note that the use of larger Voronoi (i.e. quantization) cells we will determine the bit error probability at the channel
makes the hypothesis of host data uniform inside them notoutput. For the proposed channel model the projectian of
necessarily valid, thus demanding for a new theoretical anal-becomes

ysis.

Recalling the structure imposed on the watermarkn (
and substituting it intoZ) we have thap = ry /L. Notic-
ing thatr,, and s[k] are statistically independent and that
E{s’} =1, itis immediate to write

Var{ry}
L2

Dy = Var{wlk]} = ®)

In order to simplify the performance analysis while pro-

Z[kslk]
alk]

z= =TIx+rw+In (11)

KES
wherery andr,, were defined in3) and the projected noise
isrn = Skesnksik]/ak]. An interesting side effect of QP

is that we can invoke again the CLT to state that, for a wide
class of distributions fon[k], the pdf of the projectiomy

of the attacking distortion can be approximated by a zero-
mean Gaussian pdf with varianog = Lo3/a? = LD¢/a?,

ducing results illustrating the benefits of our scheme, let us@ssuming invariance ia[k].

assume a constant perceptual mask,dg],= a, forallk
S. With this assumptionl( becomesvlk] = rysikja/L, ke
S.

For evaluating Vajry} it is necessary to statistically
characterize the random variable Since theslk], k € S,

are statistically independent, it is possible to resort to the

central limit theorem (CLT) to show that, for largiery can

The bit error probabilityP. can be determined by con-
sidering the decode#d) and taking into account the symme-
try in the problem. Assuming without loss of generality a
transmittecb = 1 we can writé

) } (12)

Pe:2§ {Q((A’k"_l)A)_Q<(4k+3)A
k=0

20¢, 20y,

be accurately modeled by a Gaussian pdf with zero meanWhenA/ay,, is large, the formula above can be simplified to

and variance

Lo2
= o2 ()
As the pdf ofry is symmetrical, if the binary values &f
are equally likely it is trivial to see th&{ry} = 0. Now,
assuming an equiprobable information lbive have

E{r2|lo=1} +E{r2|o= -1}

Var{ry} = 5 (7)
where
(21+3/2)
E{r2lb=1} = Zu/ 12 fr () (28 +A/2 —ry)%dry
€

wheref;, (rx) is the pdf ofrx. A similar analysis applies for
E{rZ|b= —1}, and substituting these two expectations into
(7) and operating, we have

1
Var{ry} = A? <4+I(er/A)) 9)
where
s 12 Y2 e 2
0)2 =5 /1/2e x r2dre  (10)
|=—00¥ ™

It is useful to note that for smat,, /A, 1(oy, /A) can be
approximated byay, /A)?, which is in fact an upper bound.

P ~ 2Q(A/20,), actually an upper bound . In order
to rewriteP; in terms of the desired parameters, let us make

p— YDub (13)
Ta
with T such that
1/4+1 (o, /D) (14)
Then, by making use 0B and 6) we can write
~2Q <5f> (15)

We want to find an expression forin terms of the desired
parameters, so that EdLF) is more easily interpreted. Now,
using the previous expressions fmt, andA, it is possible
to write

1 A
e <orx> 4

with F(x) = x \/1/4+1(1/x), which can be shown to be

one to one and monotonically increasing for- 0. Then,
inversion of (L7) yields
A

(VL
%“(A)

T2
e zdt

(18)
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L=140
N 107 4
w| - Theoretical ] wil ]
o o  Empirical . N L =50]
10’ o5 T s 2 25 3 35 A o5 i s P 25 3 35
WNR WNR

Figure 2: Bit error probability versus WNR for Quantized Figure 3: Bit error probability versus WNR compared for
Projection [ = 20), DWR= 7.0 dB QP for increasing values df (solid line DWR= 7.0 dB,
dashed line DWR= 3.0 dB)

This equation can be readily substituted intd)(to yield

an expression for that in turn can be plugged intd%) to by known-host-state methods, this confirming that QP is in

produce the desirelé.. fact a hybrid between statistical and side-information meth-
Noting that the rati@;, /A decreases ag VL, it is pos- ods.

sible to considerably simplify the expression féy since

| (1/F~1(x)) ~ 1/4%? for largex: 4. REFERENCES
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